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P& & S im = A IPHkE K2 % 560 = 1IN A = 7o 2H A SRR B — MF E B AR i 12

im0 S{EAL6bit&RR, BUESEREI0~65535:

® ANAmMAS: 0~1023, ICANNIEXEIROSIEIRES

REN—EMIY

AMiwmES: 1024~49151, FRAXLHROSHINTE

ICANNZREMEHITEIS, UBLEEE

® A/ BIRAS: 49152~65535, BLAH#HIEE
BER, #ESREIHACHIZMEA

OS5 RAEAMENX, FRENFiIROSZERKR

Y  wOsS XBFE R

UDP 68 DHCP ﬁb?&ﬂ}li%ﬁ%ﬁswm (BF
= P P

UDP 67 DHCP nb?é%ﬂ}l&%gwu (AR5

TCP 22 SSH REINFIHY

TCP 23 Telnet TR RIRAR 523

TCP 25 SMTP e BB MR Aar Y

TCP 80 HTTP B A EH MY

TCP 443 HTTPS BY A EHET MY
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FA P #3ER Y - User Datagram Protocol - RFC768
S
> Eﬁ?ﬁj 2byte 2byte

> TEE | w0 | B KB

> FRIESH SRS P
N A=

> R, BMNSFZREEE(BERS)

> iR ZH

RFC (Request For Comments) : B—RFILIRSHIENX M, XHRETHEXRERKNEXESR, UAUNIXFIEEM#LXBYHRHE
XAF, EfpYinternetiNik X8R 73 B LAKM TIZIMESAE X & o
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UDP#R =451

v User Datagram Protocol, Src Port: 1024, Dst Port: 5001
Source Port: 1024
Destination Port: 501
Length: 123
Checksum: @xf3f8 [unverified]
[Checksum Status: Unverified]
[Stream index: 18]
v [Timestamps]
[Time since first frame: ©.000000000 seconds]
[Time since previous frame: ©.000000000 seconds ]
UDP payload (115 bytes)
v|Data (115 bytes)

Data: ©1010e00e12b83c724990065000000060009544¢2d57523838364e000b0003362300007...
[Length: 115]

2byte

Al HRwL] <= BEGA
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s HEIhiY - Transmission Control -

SIS
> EREE
v ERBEURIRF
> AIEE(RH
VAR
v B EfE
> BFFHR

VBERF TBIRDHRS -
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> X{FTh
> HR
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rce

=XEF A

7 8.205768 192.168 192.168.08.101 C 74 17132 17132 [SYN] Seq=8 Win=2928@ Len=8 MSS=1468 SACK_PERM TSval=24@3477319 TSecr=8 WS=256
8 9.206234 192.168 192.168.0.4 60 17132 17132 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0
9 0.206931 192.168 192.168.0.101 60 17132 17132 [ACK] Seq=1 Ack=1 Win @ Len=0
10 0.207748 192.168.0.4 192.168.0.102 uppP 60 10000 + 14792 Len=16
1 11 8.208092 192.168.0.102 192.168.0.4 ubpP 61 14792 - 10000 Len=19
<
Frame 7: 74 bytes on wire (592 bits), 74 bytes (aptured.(SIQZ bits) _ 92_99 9?99 9_974_9% _BB eb o0 932 88 00 AS
Ethernet II, Src: ©2:00:00:0b:00:03 (02:00:00:0b:00:03), Dst: 02:00:00:00:00:74 (02:00:00:00:00:74) 10 @0 3c 35 b5 40 00 40 06 83 A4d cO a8 00 04 co a8
Internet Protocol Version 4, Src: 192.168.8.4, Dst: 192.168.8.101 | 0020 @@ 65 42 ec 42 ec 4e 75 (8 e3 00 00 00 00 a0 02

H % 72 10 90 7a @0 00 02 @4 ©5 b4 04 02 @8 0a 8f 42

~ Transmission Control Protocol, Src Port: 17132, Dst Port: 17132, Seq: @, Len: @
27 47 90 00 00 00 01 @3 03 es8

Source Port: 17132
Destination Port: 17132 |
[Stream index: @]
[Conversation completeness: Complete, WITH_DATA (63)]
[TCP Segment Len: @]
Sequence Number: @ (relative sequence number)
Sequence Mumber (raw): 1316341987
[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @
Acknowledgment number (raw): @
1018 .... = Header Length: 40 bytes (10)
Flags: 0x002 (SYN) :
Window: 29200
[Calculated window size: 29200]
Checksum: @x@@7a [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
v~ Options: (2@ bytes), Maximum segment size, SACK permitted, Timestamps, MNo-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
TCP Option - SACK permitted
TCP Option - Timestamps
TCP Option - No-Operation (NOP)
TCP Option - Window scale: 8 (multiply by 256)
[Timestamps]
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B P i R IX K FE R

NS 2 Se =
, FEIERIEMIE, 9a . N
(RIS : RS B A R
e, sear, 28 S, & HHRIAR
—a+l
N=1, 5ea=C A=Y, A0ER
N FIN=L,
B FIREIBRSS i A% .
HERERYE, KiXHIA L Segzat1, achec

RS mUEIFEIA, FHAN
Closed k&

TIME_WAIT/S, Closed
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PR F R

I 208908 192. 0. .168.0. 60 17132 + 17132 [FIN, ACK] Segq=1 Ack=1 Wi 9200 Len=0
13 @.2089%08 192.168.0.4 192.168.0.102 upp 60 10000 - 14792 Len=16
14 0.418354 192.168.0.4 192.168.0.101 TCP 60 [TCP Retransmission] 17132 - 17132 [FIN, ACK] Seq=1 Ack=1 Win=29200 Len=8
| 418935 192.168.0.10 ] r 17132 » 17132 [ACK] Seg=1 Ac 3
16 ©.419279 192.168.0.102 192.168.0.4 uoP 64 14792 + 10008 Len=22
17 0.420119 192.168.0.4 192.168.0.102 upp 60 10000 - 14792 Len=18
18 0.420462 192.168.0.101 192.168.0.4 TCP 60 17132 + 17132 [PSH, ACK] Seq=1 Ack=2 Win=65535 Len=5
19 9.420921 192.168.0.4 192.168.0.101 TCP 6@ 17132 + 17132 [ACK] Seq=2 Ack=6 Win=29200 Len=0
20 0.422387 192.168.0.4 192.168.0.102 DNS 67 Standard query response 8x8185 No such name[Malformed Packet]
422757 0 17132 » 17132 [FIN, ACK] Seq=6 Ack=2 Win=65535 Len=0
423489 : : 60 17132 ~ 17132 [ACK] Seq=2 # 7 Wi 3200 Len=0
Frame 12: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) 200 @2 00 @@ PO 00 74 92 @ ©0 b °O ©3 B8 00 45 8O
Ethernet II, Src: 02:00:00:0b:00:03 (02:00:00:0b:00:03), Dst: 02:00:00:00:00:74 (92:00:00:00:00:74) 0010 00 28 40 00 40 V6 83 5f coO a8 00 04 ce a8
Internet Protocol Version 4, Src: 192.168.8.4, Dst: 192.168.8.101 [ 90 65 42 ec 42 ec 4e 75 (8 e4 12 80 f6 d6 5@ 11

v Transmission Control Protocol, Src Port: 17132, Dst Port: 17132, Seq: 1, Ack: 1, lLen: @ 72 10 15 80 00 00 00 0@ 00 00 00 @0
Source Port: 17132
Destination Port: 17132
[Stream index: @]
[Conversation completeness: Complete, WITH DATA (63)]
[TCP Segment Len: @]
Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 1316341988
[Next Sequence Number: 2 (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 318441686
09101 .... = Header Length: 28 bytes (5)
Flags: 0x011 (FIN, ACK)
Window: 29200
[Calculated window size: 29268]
[Window size scaling factor: -2 (no window scaling used)]
Checksum: ©x1580 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
[Timestamps]
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IPv4 - InternetProtocolversion4, & Exm&EH N 58 FOhk 2~

TN AR E

» RFCT791 - Internet Protocol

HAHS

> ERTEE. 5. RERXBARMEIER
EH

> RBEIEREEIE pyH
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kR
S +3#4(192.168.1.1), ££32bit

TTENFE 1100 0000 1010 1000 0000 0001 0000 0001
o e || e

sthik2H BY,
MES+EHS
MES: ATFIRRIENFENRLE
ENS: AFIRGIZMEFRNEN
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ARt

ot/ SE

0.0.0.0

A&

S eefdoRAE

127.0.0.1~127.255.255.254

IR [E] it (Localhost)

255.255.255.255 [t
10.0.0.0 ~ 10.255.255.255 Fha ik
172.16.0.0 ~ 172.31.255.255 Fha

192.168.0.0 ~ 192.168.255.255

ThE it

(
@ One World, One Internet

ICANN

https://www.icann.orq/
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FHEEg
X3 WLID(F1%7) MENID (FHoFkr)
CE3tnt ERIARYF 48RS /9 255.255.255.0

1]1]0] %S (21bit) 415 (8bit)
F| BRI 5 BYIP B R TR —/F1E W
|PHILR T FIMERZ T “5” JEH.

VESTO 10 00l0l0oltlo]T]ol10j0jojojojojololojo]Tiollojoolt]1l0

e ﬂﬂﬂﬂﬂﬂﬂﬂﬂ
I 5izE G '
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ARP - Address Resolution Protocol, th3itHfZ4rimiX
ARPIHEE
18i8) BARIPXY RZBIMACHEHE

AP el

ZHEIPHIHEFIMAC I FOBR ST IR A WESR .
VENASIRTE: BB E 3

i . - i

Bk £0

AR
RFC826

| imAHREE: 0x04 |

EHEHHCEE: 0x06 |
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(ARP EP Tz

~ J_—\ n
ARPIB{E1I#E
ECU-A -CU-B
(CC:02:03:04:05:01) (CC 03:04:05:02)
(IP:192.168.100.20) (1P:.1 168.100
|
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(ARP EPTezan

ARP3R S5

v Ethernet II, Src: Tp-LinkT Sc:de:1b (94:d9:b3:5c:4e:1b), Dst: Broadcast (ff:ffi:ff:ff:ff:ff)
v Destination: Broadcast (ff:ff:ff:ff:ff:ff)
Address: Broadcast (ff:ff:ff:ff:ff:ff)

vess ssdle wevs wiss sess sses = LG bit: Locally administered address (this is NOT the factory default)

wsss sael siis wiws wees wa.. = 1G bit: Group address (multicast/broadcast) 18 P
v~ Source: Tp-LinkT_5c:4e:1b (94:d9:b3:5c:4e:1b)
Address: Tp-LinkT_Sc:de:1b (94:d9:b3:5c:4e:1b)
o el wEaw s vess +2xs = LG bit: Globally unique address (factory default)
B saas sdlns vevs +2.. = IG bit: Individual address (unicast) ARPT “Bx0806 .
Type' ARP (exasee) _ eebod: 0x0800 =3
v Address Resolution Protocol (request) 3
Hardware type: Ethernet (1) P il " i) 5 P 3 r 25
Protocol type: IPv4a (0x0800) i

Hardware size: 6
Protocol size: 4
Opcode: request (1)
"Sender MAC address: Tp-LinkT_
sender IP address: 192.168.0.1

Target MAC address: ©0:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 192.168.0.100

Bk £0

www.e-planet.cn .
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ICMP - Internet Control Message Protocol, LAXKMIEHIIRS Y

IP Header ICMPIR

TEEN. BRBZETEES:
> MERRER
> ENIRRER
> HBHEEEAA -
AT
RFC792

Lz

HURFICMPIRS SR

BUREUART=E)

e TfIRX

> 1BER5[EINIRX

> AT WITES

> EEBER SN
> HHHBIEIERENE

N

o EHBERX
> BHARLE
> FEEY|aER
> S

o EEIEY )
> RGN
> HHEEEM

/
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ICMPRZ FB%4fll-ping (Packet InterNet Groper) , 434 [E)3R M
o XS —&ENEEA

o iXtHF & ENIEERETE]

® ICMP pingRMERTCPZUDP, WAREEMEHEICMP

|_._ |
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Qicve

ICMPIRSTR A

Tine Sourcs Destination
15 3.399153 192.168.0.103
24 3.407643 192.168.0.181 192.168.0.183
29 4.402600 192.168.0.183 192.168.0.101
32 4.475699 192.168.0.101 192.168.0.103
34 5.415182 192.168.0.183 192.168.0.101
35 5.432336 192.168.06.101 192.168.0.103
38 6.420093 192.168.06.183 192.168.0.101
39 6.429611 192.168.0.181 192.168.0.103
Frame 15: 74 bytes on wire (592 bits), 74 bytes

v Internet Control Message Protocol

Code:
Checksum: @x4cec [correct]

[Checksum Status: Good]

Identifier (BE): [1] (exeee1)
Identifier (LE): 256 (@x0100)
Sequence Number (BE): (exeest)
Sequence Number (LE): 28416 (©x6fee)
Response frame: 24

Data (32 bytes)

Type:(Echo (ping) request)

v Internet Control Message Protocol

Type: ©|(Echo (ping) reply)
Code: ©

Checksum: ©x54ec [correct]

[Checksum Status: Good]

Identifier (BE): (oxo00e1)
Identifier (LE): 256 (0x@100)

Sequence Number (BE): (exeesf)

Sequence Number (LE): 28416 (@x6fee)
Request frame: 15

[Response time: 8.490 ms]

Data (32 bytes)

Protocol Length Info

ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP

74 Echo
74 Echo
74 Echo
74 Echo
74 Echo
74 Echo
74 Echo
74 Echo

captured (592 bits)
Ethernet II, Src: IntelCor_79:04:28 (18:26:49:79:04:28), Dst: HuaweiTe 4f:56:5e (c8:14:51:4f:56:5e)

Internet Protocol Version 4, Src: 192.168.0.103, Dst: 192.168.0.101

Frame 24: 74 bytégron wire (592 bits), 74 bytes captured (592 bits)
Ethernet II, Src: HuaweiTe 4f:56:5e (c8:14:51:4f:56:5e), Dst: IntelCor_79:04:28 (18:26:49:79:04:28)
Internet Protocol Version 4, Src: 192.168.@.1@1, Dst: 192.168

.0.103

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

request
reply
request
reply
request
reply
request
reply

id=exese1,
id-exeee1,
id-exeee1,
id=exeee1,
id=exee01,
id=exee01,
id=exese1,
id-exeee1,

seq=111/28416,
seq=111/28416,
seq=112/28672,
seq=112/28672,
seq=113/28928,
seq=113/28928,
seq=114/29184,
seq=114/29184,

ttl=64
ttl=64
ttl-64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

(reply in 24)
(request in 15)
(reply in 32)
(request in 29)
(reply in 35)
(request in 34)
(reply in 39)
(request in 38)

on interface \Device\NPF_{C295F7BF-CEDF-41BE-A72D-ABAAF6C@D596}, id @

Bl ST

on interface \Device\NPF_{C295F7BF-CEDF-41BE-A72D-ABAAF6COD596}, id @

B SR
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"QrcsmiRmEms

PEE R
> YIEEIOPNIE

> WIEEEPMAE
E R BN

>

>

>

VLAN;T 3
18 A Mt
Hi3EE S
od 35 33
Qosilllist

B $3 (5] 27 M3t

TCP/IP—E4E M
> ARPIS
ICMP;Tizt
|Pv4;is,
\PVATHZSERE M
UDP:Mis

TCPM3st

» DHCPv4-Clientilllist
SOME/IP3lizt

» SOME/IP Serverilliz
» SOME/IP ETSliz

YV V V V¥V V¥V

of
ERPT=ems
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UDPliX Rl

HeCF ElaL

vV ¥V V¥V VY

>

ez kMt
i M0 3t
KEM
HEFE
Checksumilliz,

e JmpillyEs

>

ZiEER

IPAE M3

>
»
>

JETUM s
HFE TN
i AR AT

=[] 5.6.5.1 UDP Message Format

o
EPTezus

[ 5.6.5.1.1 UDP_MessageFormat_02: To verfy that IUT accepts an UDP packet contaning a wel-formed UDP header.

=i-[ 5.6.5.2 UDP Datagram Length

[ 5.6.5.2.1 UDP_DatagramLength_01: To verify that IUT discards a truncated UDP datagram.

£-[ 5.6.5.3 UDP Padding

[ 5.6.5.3.1 UDP_Padding_02: To verify that IUT generates UDP datagram with even sze of payload and no padding at the end

=[] 5.6.5.4 UDP Felds

[ 5.6.5.4.1 UDP_FIELDS_01:
[ 5.6.5.4.2 UDP_FIELDS_02:
[ 5.6.5.4.3 UDP_FIELDS_03:
[ 5.6.5.4.4 UDP_FIELDS_04:
[ 5.6.5.4.5 UDP_FIELDS_05:
[4 5.6.5.4.6 UDP_FIELDS_06:
[ 5.6.5.4.7 UDP_FIELDS_07:
[ 5.6.5.4.8 UDP_FIELDS_08:
1 [ 5.6.5.4.9 UDP_FIELDS_09:

Felds -
Fields -

Felds
Fields
Fields
Feelds
Fields

Specfy Source Port
Speafy Destnation Port

- Accept Source Port set to zero

- Same Destination Port with Different IP Address (send)
- Same Port with Different IP Address (receve and send)
- Total Length

- Total Length {no data)

Fields -
Fields -
t-[] 5.6.5.4.10 UDP_FIELDS_10: Fields - Total Length (greater than actual)

Total Length (less than B bytes)
Total Length (equal to zero)

| [ 5.6.5.4.11 UDP_FIELDS_12: Fields - Total Length (maximum)
{ [ 5.6.5.4.12 UDP_FIELDS_13: Fields - Checksum (with padding)
[ 5.6.5.4.13 UDP_FIELDS_14: Fields - Checksum (no padding)

|
i
i

=[] 5.6.5.5 User Interface

i ﬂ 5.6.5.4.14 UDP_FIELDS_15: Fields - Checksum (ncorrect)
[ 5.6.5.4.15 UDP_FIELDS_16: Fields - Checksum (zero checksum)

ﬂ 5.6.5.5.1 UDP_USER_INTERFACE_01: User Interface - New Recewe Port

[ 5.6.5.5.2 UDP_USER_INTERFACE_02: User Interface - Data octets

m 5.6.5.5.3 UDP_USER_INTERFACE_03: User Interface — Return Source Port

[ 5.6.5.5.4 UDP_USER_INTERFACE_04: User Interface — Return Source IP Address

ﬂ 5.6.5.5.5 UDP_USER_INTERFACE_05: User Interface - Source Port (to be sent)

[ 5.6.5.5.6 UDP_USER_INTERFACE_06: User Interface - Destnation Port (to be sent)

[ 5.6.5.5.7 UDP_USER_INTERFACE_07: User Interface - Source IP Address (to be sent)
[J 5.6.5.5.8 UDP_USER_INTERFACE_08: User Interface - Destnation Address (to be sent)

#-[ 5.6.5.6 Introduction
&[4 5.6.5.7 Invald Addresses

[ 5.6.5.7.1 UDP_INVALID_ADDRESSES_01: Invalid Addresses - multicast source address
[ 5.6.5.7.2 UDP_INVALID_ADDRESSES_02: Invaid Addresses - broadcast source address

[A 5.6.5.8 UDP/Appication layer nterface

[ 5.6.5.9 ICMP Messages

www.e-planet.cn .



"Qrcrmmm

RS 1703

> EENSIN SYN(C/S) FIN> EFRILMIA

> AR > ERXHAIE
>R > EfERBETUR
BT R R

» Checksumi&;nl > NaglelUid

> RS > %H%‘K?E@E%mm
> FHIS M > NARXENR

> ACKM > & O

EPTzzis

[ 5.8.6.1 Connection Establshment and Basic Exerasng of the State Machine

[J 5.8.6.2 Processing and Generating TGP Checksums

m 5.8.6.3 Processing Unacceptable Acknowledgments and Out of Window Sequence Numbe
[ 5.8.6.4 Processing TCP RECEIVE Cals Recened from the Applcation Layer

-[A] 5.8.6.5 Processing TCP ABORT Cals Received from the Appication Layer

m 5.8.6.6 TCP Packet Flag Generabion n Respanse to Recewving Invald Packets

+-[] 5.8.6.7 Processing TCP Flags

#-[] 5.8.6.8 Cosing @ TCP Connection

}-[] 5.8.6.9 Processing of TCP MSS, End of Option Lst, and No-Operation Options

- [] 5.8.6.10 Processng Out of Order Segments and Delayed ACKs
W
;!

+—{+

5.8.6.11 Retransmission Timeout
5.8.6.12 Generation of Zero Window Probes
[J 5.8.6.13 Nagle Aigorthm
[ 5.8.6.14 Use of the Urgent Ponter
[ 5.8.6.15 Connection Establshment
[J 5.8.6.16 Header
[J 5.8.6.17 Sequence Number
[A 5.8.6.18 Admnowdedgment
[J 5.8.6.19 Control Flags

I L S EE SRRE St ot {ﬁ' {g-j @18 * [ﬁ {tj o+
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|P3M 3

RS E& Mt

> KEME

» Checksumilliz

> TTLM

> Rz
ThaeMlisd

> R

> SR EAMR

> T REFIIFE 3N

ARPI3

IP/MACII N %k %

> FRAERII
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